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l All specialists share a single WAL-backed graph where every add_node and

add_edge call appends one JSON line to graph.wal (O(1), append-only), and the
materialized graph. json snapshot is written only on session close, which is the
same write-ahead pattern used by PostgreSQL and SQLite. On crash recovery the

l SSE stream closes - Redis events retained (TTL 1h)
Session: /tmp/venomx-runs/run_id}/graph.json

3 Response ronderod nparWontl | WAL is replayed from the last checkpoint with no data loss.
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VenomX augments Nemotron 30B with a hybrid RAG pipeline, injecting secu-
rity knowledge at query time across 487,327 records from 13 sources (NVD - , f

CVEs, Exploit-DB, MITRE ATT&CK, HackTricks, GTFOBIns, and others). Records S HpoTd onllye 1SoNt lloe (WALEDA Ked dat-baco)
are embedded with BAAIl/bge-m3 into dense (1024-dim) and sparse (learned
token-weight) vectors stored in PostgreSQL 16 with pgvector. Each query fans

out across four search paths, blending cosine and sparse dot-product scores at After each specialist run, AttackPathFinder performs a DFS over typed edges
. /0/30 and overretrieving 40 candidates before a CrossEncoder re-ranks to the (has_service, has vulnerability, has exploit) and classifies every reachable
final top 5. The hybrid blend prevents exact identifiers like CVE-2021-44228 chain by completeness, sorting all paths by a CVSS-weighted priority score before
Layer 1 Layer 14 Layer 31 (peak) Layer 52 or Apache 2.4.49 from being diluted by version-mismatched semantic neigh- injecting them into the master’'s context:

Read Left to Right. Too to Bottom bors. Embedding and re-ranking run on CPU, keeping both GPUs free for vLLM

tensor-parallel inference.

100 + CVSS complete — full chain, actionable

To locate where refusal is geometrically encoded, we scan all 52 layers of the resid- P=<50+CVSS known gap — CVE confirmed, no exploit yet
ual stream, computing cluster statistics over a balanced set of harmless and harmful :

. . . 10 + CVSS  unknown gap — service found, no CVE vyet
prompts. Each layer yields a mean and geometric median for both classes, a re- VenomX Guard 5ab Y
fusal direction r = b — g, and a silhouette score measuring how cleanly the clusters | — | Known gap paths receive a CVSS-stratified recommendation injected directly into
separate. VenomX Guard is a deterministic safety gate inserted between OpenVWebU| ana LLM context. Unknown gap paths auto-generate a targeted RAG query (e.g. “CVE

the inference stack, intercepting every chat request before it reaches the model. THE L :

. Peak silhouette at Layer 31 (Silh = 0.3688) — identified as the primary vulnerabilities for ProFTPD 1.3.2c on port 21") that resolves before LLM context is

Approved requests are forwarded to the thinking-proxy (:8001) and onward to assembled, potentially upgrading the path’s own state before the model sees it.
vLLM (:8000); blocked requests return a valid OpenAl-shaped refusal rendered

as a normal assistant message. A Llama-Guard-3-1B model is loaded for future

abliteration target; refusal direction alignment S(g,r) = —0.47 at Layer 29 and
remains strongly negative across Layers 29-3.
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